Enrolling for Enhanced L ogin Security

To begin enrolling, click “Register for ELS’
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Thiswill take you to the first page of the enrollment process which looks like:
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Enhanced Login Security Enrollment

If you have never used Miss Web online account management, you
must register for this service at an MFCU branch.

Click here to see a list of our branch locations
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To begin, enter your Member Number, Miss Web Password, and type in the Security
Code (in this example 53353). Click Submit to continue



Next you will need to read and accept the disclosure:

Y ou will then scroll down the page to see the following screen (next page):






Here you will need to provide 3 security questions and answers. Y ou can either use one
of the pre-selected questions in the dropdown box, or provide one of your own. We
recommend you select questions and answers which are unique to you. If you share your
account with joint owners, you need to share these answers with them.

Y ou will also provide a Personal Security Phrase. This does not replace your password —
and you should not use your password here. This phrase will appear each time you log in
to Miss Web —if it does not, you should close your browser. By seeing your Personal
Security Phrase, it proves to you that you truly are on Miss Web and not a website which
is pretending to be MFCU.

Lastly, you will be asked to provide a username. By using ausername, if you are being
fooled by afalse website, the criminals will not be provided with your account number.
The Username is case sensitive, and can include spaces or punctuation. If you share your
account with joint owners, you need to share the Username with them.

Once you have completed all these fields, click on Submit which will log you in to Miss
Web. If thiswas your first time logging in —or you had someone at MFCU change your
password, then you will be asked to select a new password. Type your password, then
type it again to confirm it — this way you can make sure there was not atypo.

Any timeyou log in to Miss Web, you may review your EL S settings by clicking the
“More” button and then the “Enhanced Login Security” Button. Here you will be able to
look at al your settings and change any of them if you'd like.

When you are finished, log out. Due to a known software issue, if you wish tolog in
again after enrolling, you will need to close all your browser windows before doing so.
Only after enrollment isthisaproblem. Also, if you follow our recommendations of
adding both *.missoulafcu.org and * .lanxtra.com to both your Trusted sites and sites you
accept al cookies from, you can avoid this issue.



Logging in with Enhanced L ogin Security

Once you' ve enrolled, you log in by typing your Username in the first box, and typing the
Security code (94852 in this case) in the second box then click “Log In”. If you are
visually impaired and cannot read the Security Code, click the link underneath to have an
alternate page where the Security Code will be read aloud.



On the next page you'll be presented with one of your 3 security Questions. Enter the
answer you provided during enrollment to continue and click Submit.



On the next page, you will see the following:

Type your Miss Web password in the box. Y ou should see your own personal security
Phrase, not “Y our Phrase” in the box below. This phraseisnot your password, it is
simply an indication that you are actually on Miss Web and not a site created to look like
Miss Web.

Y ou have to option to Register your computer, or to unregister your computer.
Registering your computer will place a cookie from Lanxtra.com on your PC which will
allow you to skip the security question for 30 days. Only one member account may be
registered on a PC — though a member account may be registered on multiple computers.



Troubleshooting frequent problems

Problem: You get the “Login Error” repeatedly from the first page — and you are sure you've typed
your Username and the Security Code correctly.

1) You just enrolled, and logged out. If you do not accept a new cookie from Lanxtra.com,
you will get a login error even when you type everything correctly. You can either accept
these cookies, or close all your browser windows and log in again. This problem only
happens right after you enroll.

2) If you are using a Username, try using your member number instead, once logged in you
can verify or change your Username using the More ->ELS function. The Username is
case-sensitive, so Username is different from username and UserName.

3) You may have waited too long to click submit. There is a timeout period of five (5)
minutes.

Problem: You are visually impaired and cannot read the Security Code — and neither can your
software screen reader. This prevents you from enrolling or logging in.

1) To enrollin ELS, click the link which states “Click here for Audio Version”. The next page
has an enrollment link which will read the Security Code aloud for you..
2) Once you've enrolled use the “Click here for Audio Version” to log in each time.

Problem: You cannot remember your Username (or you didn’t set one up).

Log in with your member number instead of the Username. You can check it or change it
in the More->ELS function once you've logged in.

Problem: You get a security question which is not yours — or you answered one correctly but you
get a “login error”.

You may have entered an incorrect member number. Click Cancel and try again.
Problem: You forgot the answers to your security questions.

The only way to solve this is to call us, or visit a branch, to have us cancel your ELS
enrollment. Keep in mind when contacting us that we will be asking you questions to verify your
identity. We may call you back at the phone number you have listed in our system as a means of
verification. Once we’ve cancelled your enroliment, you will need to register again.

Problem: You believe you have been locked out of ELS from too many bad attempts.

You will need to call us, or visit one of our branches, to have your ELS enrollment
unlocked. We may also need to unlock your Password. When you contact us, we will ask
several questions to verify your identity and may call you at the phone number we have on
record.



